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1. Message to Candidate

At Digital Government Committee, we are dedicated to building citizen trust
through innovative digital solutions that not only empower communities but also
contribute to the development of our country. We aim to put our country on the
world map by delivering advanced, impactful digital products and services. By
joining us, you will play a crucialrole in creating transparent, reliable solutions that
shape the future of our nation and strengthen public confidence. Together, we
can build a better tomorrow and elevate our country's presence on the global
stage.
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2. General Information

Organization Digital Government Committee
Job Title Cyber Security Analyst

Level -

Location DGC Olympia

Employment Type Full time

Salary Negotiation

3. Role Summary

We are seeking a highly skilled and experienced Cyber Security Analyst to join our Defender
team. You will be responsible for delivery of testing to determine whether infrastructure
components, systems, and application meet confidentiality, integrity, authentication,
availability, authorization, and non-repudiation standards. Overseeing and enhancing the
organization's cybersecurity framework, ensuring robust protection, rapid incident response,

and compliance with industry standards.

4. Key Responsibilities



Design, implementation, documentation, and publishing security policies within the
organization.

Develop all aspects of the security roadmap under the purview of top management.

Assist in establishing and enhancing a standard incident response plan to ensure the
organization can react quickly in the event of an incident.

Determine a non-incident, operate efficiently during an incident, and improve after an
incident.

Advise information security issues and provide effective recommendations to mitigate the
risk at acceptable level implement incident response exercise regularly based on designed
scenario and report exercise results.

Ensure the readiness of well managed incident response effectively and timely.

Ensure any related forensic manual and procedure are in place and regularly update
coordinate third party investigator if required Provide in-depth investigation of suspected
malware, infected systems, network devices, and develop standard investigation report to
ensure accuracy for related case reporting.

Perform daily monitor and analyse system log to identify and block malicious behaviour
activities Monitor security tool and system used to identify detect and properly respond to
unknown or alert triggers Provide threat analysis as well as security recommendation other

tasks assigned by manager.

. Qualifications

Bachelor’s degree in Information Technology, Cybersecurity, Computer Science, or
related field.

At least 3 years of working experience related to Information Technology, Cybersecurity,
and Security Operation Center.

Experienced in implementing security solutions

Experience in Cyber incident response.

Familiarity with multiple operating systems, particularly Windows and Linux.

Understanding general network and system architecture.



6. How to Apply

e Please submit your CV and required information through the form below.

https://form.gov.kh/666e65d67e60fe0012cfbedc

7. Contact Person

Q https://t.me/ChanvesnaMa

talentmgt@dgc.gov.kh

@ https://dgc.gov.kh

@ DGC Office at Olympia Fortune Tower C7, Building 13 Preah Monivong Blvd (93),
Phnom Penh
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